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Beware of Scammers Targeting Your Tax Info,
Warns IRS

Paul Poon

Social media is an easy way for scammers and others to try
encouraging people to pursue some really bad ideas, and that
includes ways to magically increase your tax refund.

Beware of Scammers Targeting Your Tax Info Warns IRS image-
IRS Commissioner Danny Werfel

Tax scammers continue to become more sophisticated, which

means it’s more important than ever to pay attention to any

person or message asking you to provide confidential
28



information. Here are several of the more prevalent scams to be
on the lookout for, according to the IRS.

Phishing and smishing. Taxpayers continue to be bombarded
with email and text scams from fraudsters attempting to lure you
into providing valuable personal and financial information that
can lead to identify theft. Phishing involves fraudsters sending
emails claiming to come from the IRS, while smishing uses text
messaging and alarming language such as Your account has
now been put on hold!

What you can do: Never respond to phishing and smishing
messages, and never click on a link! Report all unsolicited
emails, including the full email headers, claiming to be from the
IRS to phishing@irs.gov.

Online help to create an IRS account. A scammer may offer to
help you set up an online account on www.irs.gov. While the
IRS’s online account tool can provide convenient access to your
tax information, it’s also a valuable source of information for
identity thieves who wuse information from your account to
submit fraudulent tax returns using your name in order to get a
big refund.

What you can do: Schedule an appointment with someone you
trust if you need help creating an online IRS account.

Fake charities asking for donations. Scammers masquerading as
charitable organizations try to lure you into making a
contribution after natural disasters and other publicized
tragedies. Scammers also use fake charities to swipe personal
and financial information from you, in addition to targeting
certain groups such as senior citizens.

What you can do: Visit www.irs.gov, then search for Tax-Exempt
Organization Search Tool. Use this tool to confirm that a charity
to whom you want to donate is a legitimate organization
registered with the IRS.

Fake tax advice and Al tools. Social media routinely circulates
inaccurate and misleading tax information. These articles and
videos share wildly inaccurate tax advice, including some that

29



involve urging people to misuse common tax documents such as
Form W-2 or Form1099. They will make is especially convincing
by using Al as a buzz word.

What you can do: Don’t turn to the internet for tax advice.
Remember, Al-generated ideas can also pull in inaccurate
information as well!

It's easy to fall victim to tax scams. So stay vigilant and if you
see a scam, let everyone know. It's with increased awareness
that we can decrease the number of scam victims.
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